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Secure Certified Connected cybersecurity

Common Criteria Certified to NIAP Protection Profile for Peripheral Sharing Devices Version 4.0 base PSD
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All Belkin Secure Switching Products are equipped with
advanced cybersecurity provisions including:

e Optical data diodes assuring unidirectional data flow from each peripheral.
e Device emulation and filtering of connected USB devices.
e Secured EDID emulation ensuring profection of connected monifors.

The Solution

All Belkin secure switching products are equipped with an end-to-end
Belkin offers the latest Common Criteria famper-proof system including:

NIAP Protection Profile 4.0- certified peripheral sharing devices e A holographic security tamper-evident label on the switch enclosure to
designed to maintain air-gap isolation with the desktop while indicafe it the product has been opened or compromised.

improving operator efficiency and effectiveness. « The advanced Universal 2nd Gen Secure KVMs include an always-on,
battery-backed, active anti-tamper circuit that protects the unit while in fransit

and after deployment.

e The Universal 2nd Gen Secure KVMs ship in fear-away packaging to ensure
the integrity of the unit throughout the supply chain.
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Belkin's Modular sk VVMs are designed and built for government and military agencies Universal video compatibility, innovative mounting options, and an included remote
around the world fo safeguard crifical dafa and computer systems. control allow administrators to declutter the operator's desk without jeopardising
control and access.

e Smallest form factor for 2- or 4-port secure KVM.
e Universal video compatibility.
e Included remote control supports KVM switching while decluttering the desk.

e Optfional mounting hardware supports VESA and under-the-desk mounting.

e Cerftified for NIAP Protection Profile 4.0 to meet the highest security standards.

While only slightly larger than a modern smartphone, e TAA compliant assembled in the USA.

our Modular Series of secure KVMs and KMs meet all critical security constructs to
ensure air-gap isolation and system security in the smallest form factor on the market. o Dedicated US-based free technical support.



Modular sKVMs

Secure Peripheral Switching Solutions

2-Port, Single-Head
Modular Secure KVVM Switch w/Remote

2-Port Dual-Head
Modular Secure KVVM Switch w/Remote

FIDN102MOD-BA-4 FIDN202MOD-BA-4

4-Port, Single-Head
Modular Secure KVM Switch w/Remote

4-Port Dual-Head
Modular Secure KVM Switch w/Remote

FIDN104MOD-BA-4 FIDN204MOD-BA-4

‘2 belkin

cybersecurity

Free up your desk

With a 94% smaller footprint than other K\VVMs, the Modular sKkVVM Series is
designed to take up as little desk space as possible while adhering to NIAP PP
PSD 4.0 requirements.

Optional mounting choices and the included remote control combine to help
declutter the desk while enhancing operator ergonomics in even the most
cramped work environments.

Versatile ports fit HDMI, mDP, DP, DVI-D, USB-C and VGA connectors.
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FIDN102MOD-PP-4 2 l
FIDN202MOD-PP-4 2 2
FIDN104MOD-PP-4 4 l
FIDN204MOD-PP-4 - 2
FIDN102MOD-DD-4 2 |
FIDN202MOD-DD-4 2 2
FIDN104MOD-DD-4 4 ]
FIDN204MOD-HH-4 4 2
FIDN102MOD-HH-4 2 1
FIDN202MOD-HH-4 2 2
FIDN104MOD-HH-4 4 1
FIDN204MOD-HH-4 4 2
FIDN102MOD-HH-4 (BASE) 2 ]
FIDN202MOD-BA-4 (BASE) 2 2
FIDN104MOD-BA-4  (BASE) L |
FIDN204MOD-BA-4 (BASE) 4 2

Security Accreditation:

NIAP Protection Profile PSD Ver. 4.0,

Audio Input v 1.0. Keyboard/Mouse v 10. Video/Display v TOTEMPEST variants
available via an SDIP-55 NATO accredited TEMPEST test facility

Regulatory Compliance:

FCC Class A, CE, UL, ICES, RCM, RoHS, UKCA

DisplayPort

DVI

HDMI

HDMI

General Information

1.8 m single-monitor
1.8 m dual-monitor
1.8 m single-monitor
1.8 m dual-monitor
1.8 m single-monitor
1.8 m dual-monitor
1.8 m single-monitor
1.8 m dual-monitor
1.8 m single-monitor
1.8 m dual-monitor
1.8 m single-monitor

1.8 m dual-monitor

Optional cables
to provide

DP DVI, HDMI, mDE VGA

2% 1.8 m Video and USB

4x 1.8 m Video and USB

2% 1.8 m Video and USB

4x 1.8 m Video and USB

2% 1.8 m Video and USB

4x 1.8 m Video and USB

Optional cables

to provide

DP. DVI, HDMI, mDP. VGA,
USB-C w/USB to support
keyboard, video & mouse

Designed in California. Assembled in USA with USA-based fechnical support

(TAA compliant)
Product Life-Cycle:
Warranty:
Enclosure:

5 years
3 years standard (Upgradeable to 4 or 5 years)
Diecast aluminum

‘2" belkin
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Max Resolution Supported
3840 x 2160 pixels (UHD 4K) @ 30Hz
2560 x 1600 pixels @ 30Hz

Computer Keyboard/Mouse Port

USB Type A

Console Mouse and Keyboard Ports

USB Type-A female connector with

stafus indicator lights

(1 designated port for mouse and 1 designated port

for keyboard)

Console Remote Control Port
USB Mini (female)

Physical Dimensions (w/out cables)

W x D x H:
Weight:

Power
Requirements:
AC Inpuft:
Power Type:

Temperature
Operating:
Storage:

Humidity

Storage & Use:

Q0 x 190 x 15 mm
0.25 kg

12V, 2.5A DC
100-240VAC
External with WW mains connectors

0°to 40° C
-20% 10 60° C

0-80% RH, non-condensing
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Modular sKkVM Accessories

PART NUMBER INTEGRATED CONSOLE (VIDEO) CABLE

FIDN-MOD-VMOUNT Belkin Modular KVM/KM VESA Mount

FIDN-MOD-MOUNT Belkin Modular KVM/KM Under-Desk Mount

FIDNTMOD-EXT-04 Belkin Modular Single-Head Host or Console Extension Cable, 1.2 m.
FIDN2MOD-EXT-04 Belkin Modular Dual-Head Host or Console Extension Cable, 1,2 m
FIDN-MOD-CEXTC5 Belkin Modular KVM Console Side CATS Extender
FIDN-MOD-HEXRC5 Belkin Modular KVM Host Side CATS Extender
FIDN-MOD-CEXTFI Belkin Modular KVVM Console Side Fiber Extender
FIDN-MOD-HEXRFI Belkin Modular KVM Host Side Fiber Extender

Modular sKVM Replacement Parts

PART NUMBER INTEGRATED CONSOLE (VIDEO) CABLE

0401-00811 Belkin Modular KVM/KM Power Adapter 12V 25A, w/Interchangeable Mains
Connector Wall Mount

FIDN-MOD-REM?2 Belkin Modular KVM/KM Replacement Remote Conftrol, 2 Port

FIDN-MOD-REM4 Belkin Modular KVM/KM Replacement Remote Control, 4 Port

~
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Console

FIDN1TMOD-CC-HO6
FIDNTMOD-CC-PO6
FIDNTMOD-CC-D06
FIDN1TMOD-CC-V06
FIDNTMOD-EXT-04
FIDNTMOD-CC-HO3
FIDN1MOD-CC-PO3

Host

FIDNTIMOD-HC-HO6
FIDNTMOD-HC-PO6
FIDN1TMOD-HC-DO06
FIDN1TMOD-HC-VO06
FIDNTIMOD-HC-MO06
FIDN1TMOD-HC-UOQO3
FIDN-NETPWR
FIDNTMOD-EXT-04

HDMI Single-Head Console Cable 1,8 m
DisplayPort Single-Head Console Cable 1,8 m
DVI Single-Head Console Cable 18 m
VGA W/Audio Single-Head Host Cable 1,8 m
Single-Head Host or Console Extension Cable 12 m
HDMI Single-Head Console Cable 09 m
DisplayPort Single-Head Console Cable 09 m
HDMI Single-Head Host Cable 1,8 m
DisplayPort Single-Head Host Cable 1,8 m
DVI Single-Head Host Cable 18 m
VGA W/Audio Single-Head Host Cable 18 m
Mini DisplayPort Single-Head Host Cable 1,8 m
USB-C Single-Head Host Cable 09 m

TAA USB-C Device Ethernet Network and Charging Adapter

Single-Head Host or Console Extension Cable 12 m

Console

FIDN2MOD-CC-HO6
FIDN2MOD-CC-P0O6
FIDN2MOD-CC-DO06
FIDN2MOD-CC-VO06
FIDN2MOD-EXT-04
FIDN2MOD-CC-HO3
FIDN2MOD-CC-PO3

Host

FIDN2MOD-HC-HO6
FIDN2MOD-HC-PO6
FIDN2MOD-HC-DO06
FIDN2MOD-HC-V06
FIDN2MOD-HC-MO06
FIDN2MOD-HC-UOQ3
FIDN2MOD-HC-UOQ3
FIDN-NETPWR
FIDN2MOD-HC-HP6
FIDN2MOD-EXT-04

HDMI Dual-Head Console Cable

DisplayPort Dual-Head Console Cable

DVI Dual-Head Console Cable

VGA W/Audio Dual-Head Console Cable
Dual-Head Host or Console Extension Cable
HDMI Dual-Head Console Cable

DisplayPort Dual-Head Console Cable

HDMI Dual-Head Host Cable
DisplayPort Dual-Head Host Cable

DVI Dual-Head Host Cable

VGA W/Audio Dual-Head Host Cable
Mini DisplayPort Dual-Head Host Cable
USB-C Single-Head Host Cable

USB-C Dual-Head Host Cable

‘2 belkin
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1,8 m
1,8 m
1,8 m
1,8 m
1,2 m
0% m
09 m

1,8 m
1,8 m
1,8 m
1,8 m
1,8 m
09 m
09 m

TAA USB-C Device Ethernet Network and Charging Adapter

DVI and DisplayPort Dual-Head Host Cable

Dual-Head Host or Console Extension Cable

18 m
12 m
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Supporting two or four computers, the Belkin Secure Modular KM series is ideal for Modular KM units are shipped with a complete set of connecting cables and
desktops that require multiple monitors for real-fime moniftoring and response. a remote-control unit, should a user desire a bufton push to switch
Fach computer remains directly connected to its own monitor(s) while the the keyboard and mouse 1o a different compufter.

KM switches USB keyboard and mouse control with a simple keyboard key press
and cursor move to the active computer.

e Smallest form factor for 2- or 4-port KM

e Included remote control supports KM control
switching while declutfering the desk

e Opftional mounting hardware supports VESA mounting
and under-the-desk mounting

o Cerfified for NIAP Profection Profile 4.0 fo meet the highest security standards
e« [AA compliant, assembled in the USA

e Dedicated, USA-based free technical support
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FIDNOO2MOD-KM-4
FIDNOO4MOD-KM-4

FIDN-MOD-VMOUNT
FIDN-MOD-MOUNT

0401-00811

FIDN-MOD-REM?2

FIDN-MOD-REM4

FIDNTMOD-USB 06

2 2x 1.8 m for USB
4 4ix 1.8 m for USB

Belkin Modular KVM/KM VESA Mount
Belkin Modular KVM/KM Under-Desk Mount

Belkin Modular KVM/KM Power Adapter 12V 2.5A,

w/Interchangeable mains connector wall mount

Belkin Modular KVM/KM
Replacement remote control, 2 Port

Belkin Modular KVM/KM
Replacement remote control, 4 Port

Belkin Modular USB cable for KM, 18 m

No. of Displays
Up 10 8

Console Mouse and Keyboard Ports

USB Type-A female connector (1 designated port for
mouse and 1 designated port) for keyboard with sta-
tus indicator lights

Console Remote Control Port: ..... USB Mini (female)

Console Video Port: ..., None
Max Resolution Supported: ..., N/A
Computer Keyboard/Mouse Port: ........... USB Type A
Computer Video Port: ..o None

Max Resolution Supported
3840 x 2160 pixels (UHD 4K) @ 30Hz
2560 x 1600 pixels @ 30Hz

Computer Keyboard/Mouse Port: ............ USB Type A

Console Mouse and Keyboard Ports
USB Type-A female connector with
status indicator lights

(1 designated port for mouse and

1 designated port for keyboard)

Console Remote Control Port
USB Mini (female)

‘2" belkin
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Physical Dimensions (w/out cables)

WX D X e 90 x 190 x 15 mm
Y I GNT: eeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeseeeseeeese s es e 0.25 kg
Power

REQUITEIMENTS: e e eees e 12V, 2.5A DC
G 1 ] 01 RS 100-240VAC
Power Type:.......... External with WW mains connectors
Temperature

O CIATING: et se e s e eesenae 0° 10 40° C
STOTAUE et ss s s s seees -20° 10 60° C
Humidity

Storage & USer .. 0-80% RH, non-condensing

Security Accreditation:

NIAP Protection Profile PSD Ver. 4.0,

Audio Input v 1.0. Keyboard/Mouse v 10. Video/
Display v TOTEMPEST variants available via an
SDIP-55 NATO accredited TEMPEST test facility

Regulatory Compliance:
FCC Class A, CE, UL, ICES, RCM, RoHS, UKCA

General Information
Designed in California. Assembled in USA with
USA-based technical support CTAA compliant)

Product Life-Cycle: ..... 5 years
Warranty: ... . 5 years standard

(Upgradeable to 4 or 5 years)

Enclosure: ..., Diecast aluminum
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Belkin's Universal 2" Generation Secure KVM series combines cutting-edge

cybersecurity provisions, video performance, and user experience o deliver
a no-compromise solution for the most demanding applications.

Customisable port colouring & naming on the front panel of the Universal 2nd Gen
facilitates channel idenfification and reduces operatfor errors.

IOT/SCADA Physical
Network Security

Corporate

‘2 belkin
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Compatible with a unigue KVM Remote with Integrated Keyboard, combining the

KVM channel selection with a backlit, mechanical USB keyboard reduces operator
error and declutters the desktop.

The industry-first Belkin KVM Remote with Infegrated Keyboard provides full control of the sKVM, allowing it to
be located off the desk for a clean and decluffered workstation. The keyboard's LED backlighting and status

indicators mimic the sKVVM's front panel configuration to reinforce the security enclave the operator is working
on, Minimizing operator error while enhancing workspace ergonomics.
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Available in 2- 4-, 8-, and 16-channel ports with a choice of single or e Optional sKkVM remote with infegrated keyboard supports
dual monitors for 1-8 port models, single monitor for 16-port model. full KM switching control for the ultimate operator experience.
Future-proof design supports current and upcoming video standards at up to e Cerfified for NIAP Protection Profile 4.0 to meet the highest security standards.

Lk@b0Hz with optional passive and active TAA compliant cables.
e USA-based free technical support.
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All models Compatible with Belkin sKVM
Remote Control with Infegrated keyboard, except
FIDNT16 KVM-UN-4

FIDN102 KVM-UN-4 (W/CAC) 2 T Yes
FIDN102 KVM-UNN-4 2 T NO Max Resolution Supported
FIDN202 KVM-UN-4 (W/CAC) 2 2 Yes SR 2100 pives (LIND 410 @ GUine
3175 x 162.6 x 635 mm 2560 x 1600 pixels @ 120Hz
FIDN202 KVM-UNN-4 2 2 No DV IS A DC External with Extruded
FIDN104 KVM-UN-4 (\W/CAC) A 1 Ves T WW mains connectors aluminum Console Ports
FIDN104 KVM-UNN-4 L 1 NO Keyboard/Mouse USB Type-A female connector with
status indicator lights
FIDN204 KVM-UN-4 (\W/CAC) 4 2 Yes |
2175 % 1626 X 914 mm (1 designated port for mouse and 1
FIDN204 KVM-UNN-4 2 2 NO designated port for keyboard)
FIDN108 KVM-UN-4 (W/CAC) 8 1 Ves 4369 x 406 x 2057 mm . Audio Jack USB Mini (female)
Inernal with -ormed sfeel Remote Confrol  RJ14 female
FIDN208 KVM-UN-4 (W/CAC) 38 2 Yes 170 % 880 ¥ 2057 i 12V, 40 A, DC (v)vn\/ég\w/vaérrwscgfdnnedors CAC/DPP USE Tyse-A sl comnecion
FIDNT16 KVM-UN-4 (W/CAC) 16 1 Yes Video DisplayPort/HDMI combo connector
Computer Ports
Audio Jack 3.5mm female
Keyboard/Mouse USB Type B
Video Port DisplayPort/HDMI combo connector
AC Input 100-240VAC
Security Accreditation: General Information Temperature
NIAP Protection Profile PSD Ver. 4.0, Audio Input v 1.0, Keyboard/Mouse v 10., Designed in California. Assembled in USA with USA-based fechnical support Operating: 0° to 40° C
Video/Display v 1.0 User Authentication (by model), TEMPEST variants (TAA compliant) Storage: -20° 10 60° C
available via an SDIP-55, NATO accredited TEMPEST test facility.
Regulatory Compliance: Product Life-Cycle: 5 years Humidity
FCC Class A, CE, UL, ICES, RCM, RoHS, UKCA Warranty: 5 years standard (upgradeable fo 4 or 5 years) Storage & Use: 0-80% RH, non-condensing

Weight 025 kg (unit w/out cables)
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FIDNOO8KBD Secure KVM Remote Control with Infegrated Keyboard

F1D006 Desk mount for
FIDNT102KVM-UN-4 FIDN202KVM-UN-4 FIDN104KVM-UN-4
(and UNN variants)

F1D0O08 Desk mount for FIDN204KVM-UN-4 (and UNN variants)
FIDN-DCUAP-UN-4 Belkin PP4.0 sKVM to DCU Adapter

FIDN-KVM-CEXTC5 Belkin KVM Console Side CATS Extender-Universal Video
FIDN-KVM-HEXRC5 Belkin KVM Host Side CATS Extender-Universal Video
FIDN-KVM-CEXTFI Belkin KVVM Console Side Fiber Extender-Universal Video
FIDN-KVM-HEXRFI Belkin KVM Host Side Fiber Extender-Universal Video

FIDNOO2R 4 Button DCU for 4 port Belkin Secure KVM Switches, with LCD Display
FIDNOO3R 3 Button DCU for 4-16 port Belkin Secure KVM Switches, with LCD Display
0401-00809 Belkin Universal 2- and 4-Port KVM/KM Power Adapter 12V 2.5A,

with Intferchangeable Mains Connector Wall Mount
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Single-Output PC

F1ID9019b06t
F1D9019b10t
FIDN1CCBL-MP6t
FIDN1CCBL-MP10t
FIDN1CCBL-HH61
FIDN1CCBL-HH10t
FIDN1CCBL-DHé6t
FIDN1CCBL-DH101t
FIDN1CCBL-CP6t
FIDN1CCBL-VH-10
FIDN-NETPWR

TAA DP/USB/Audio cable, DP-USB A/B

TAA DP/USB/Audio cable, DP-USB A/B

TAA mDP to DP/USB/Audio cable, Video-USB A/B

TAA mDP to DP/USB/Audio cable, DP—mDP; USB A/B
TAA HDMI/USB/Audio cable, HDMI-USB A/B

TAA HDMI/USB/Audio cable, HDMI-USB A/B

TAA DVI to HDMI/USB/Audio cable, Video-USB A/B
TAA DVI to HDMI/USB/Audio cable, Video MM; USB A/B
TAA USB-C to DP/USB/Audio cable, Video M; USB B
VGA to HDMI/USB/Audio cable, VGA/HDMI MM, USB A/B
TAA USB-C device ethernet network & charging adapter

1,8 m
5m
1,8 m
5m
1,8 m
5m
1,8 m
5m
1,8 m

Am

Dual-Output PC

F1D9020b06t
F1D9020b10t
FIDN2CCBL-MP6t
FIDN2CCBL-MP10t
FIDN2CC-HHPP6t
FIDN2CC-HHPP10t
FIDN2CC-DHPP6t
FIDN2CC-DHPP10t
FIDN2CCBL-HH6t
FIDN2CCBL-HH10t
FIDN2CCBL-DH61
FIDN2CCBL-DH10t
FIDN2CCBL-CP6t
FIDN-NETPWR

‘2 belkin

TAA Dual DP/USB/Audio skVM cable, DP USB A/B

TAA Dual DP/USB/Audio skVM cable, DP USB A/B

TAA (2) mDP to DP/USB/Audio cable, Video USB A/B
TAA (2 mDP to DP/USB/Audio cable, Video USB A/B
TAA (1D HDMI-HDMI (1) DP-DP/USB/Audio cable

TAA (1 HDMI-HDMI (1) DP-DP/USB/Audio cable

TAA (1) DVI to HDMI (1) DP to DP/USB/Audio cable

TAA (D DVI to HDMI (1) DP to DP/USB/Audio cable

TAA Dual HDMI/USB/Audio cable, HDMI USB A/B

TAA Dual HDMI/USB/Audio cable, HDMI USB A/B

TAA (2) DVI to HDMI/USB/Audio cable, VD MM; USB A/B
TAA (2) DVI to HDMI/USB/Audio cable, VD MM; USB A/B
TAA Dual USB-C to DP/USB/Audio cable Video M; USB B

TAA USB-C Device Ethernet Network & Charging Adapter

cybersecurity

1,8 m
5m
1,8 m
5m
1,8 m
5m
1,8 m
5m
1,8 m
5m
1,8 m
5m
1,8 m
09 m
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Universal sKVM 2"¥ Generation — Cables

Video Cables

PART NUMBER TAA sKVM to MONITOR VIDEO CABLES M/M
FIDN1VCBL-PP6t DisplayPort to DisplayPort 18 m
FIDN1VCBL-PP10t DisplayPort 1o DisplayPort im
FIDN1VCBL-MPé6t mini-DisplayPort 1o DisplayPort 1,8 m
FIDN1VCBL-MP10t mini-DisplayPort to DisplayPort 3m
FIDN1VCBL-HH6t HDMI to HDMI 1,8 m
FIDN1VCBL-HH101 HDMI to HDMI 3m
FIDN1VCBL-DH6t HDMI to DVI 1,8 m
FIDN1VCBL-DH10t HDMI to DVI 3m

Accessory Cables

PART NUMBER DESCRIPTION

F1ID9013b06t TAA USB-A 1o USB-B Cable for CAC Reader 1,8 m
F1ID9013b10t TAA USB-A to USB-B Cable for CAC Reader 3m
F1D9022b06t TAA USB Keyboard/Mouse/Audio Combo Cable 1.8 m
F1D9022b10t TAA USB Keyboard/Mouse/Audio Combo Cable 3m
F1D9026-50 RJ25 Extension for DCU 15,25 m

10

©2021 Belkin International, Inc. All rights reserved. All trade names are trademarks or registered trademarks of respective manufacturers listed.
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At Belkin International, we create products that help people realise the power of

technology and make people’s lives better, easier, and more tulfilling. This has been
Belkin's mission since our inception in 1983.

As a leading provider of secure KVM switches for mission-critical applications,
we positively impact and improve worker efficiency by delivering innovation and
peace of mind to users working across multiple security enclaves.

Our offer is certified to the latest Common Criteria NIAP Protection Profile for
Peripheral Sharing Devices version 4.0 along with all applicable modules.

%" belkin
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The Belkin difference

J, Hassle-free replacement
Q\/ [ 3-Year Warranty with optional extension of 1-2 years

Exclusively produced in the USA with TAA-compliant accessories

Contact

For additional product, pricing or general information contact:

Belkin B.V.

Herikerbergweg 106, Plaza Arena — Jupiter,
1101 CM Amsterdam, The Netherlands

SUPPORT: Go to phone-support

SALES: CyberSecurityEurope@belkin.com belkin.com/uk/resource-center/cybersecurity/



https://www.belkin.com/uk/support-article?articleNum=55022
mailto:CyberSecurityEurope%40belkin.com?subject=
https://www.belkin.com/uk/resource-center/cybersecurity/
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